
International Journal of Nuclear Security International Journal of Nuclear Security 

Volume 9 
Number 3 International Journal of Nuclear 
Security–Nuclear Security Women 2024 Special 
Issue 

Article 9 

1-2025 

Enhancing Nuclear and Radiological Security in Polarized Times: Enhancing Nuclear and Radiological Security in Polarized Times: 

Safeguarding Against Extremist Insider Threats Safeguarding Against Extremist Insider Threats 

Jessica Baweja 
Pacific Northwest National Laboratory 

Madelyn Dunning 
Pacific Northwest National Laboratory 

Keithan Rogers 
Pacific Northwest National Laboratory 

Follow this and additional works at: https://trace.tennessee.edu/ijns 

 Part of the Human Factors Psychology Commons, Industrial and Organizational Psychology 

Commons, and the Social Psychology Commons 

Recommended Citation Recommended Citation 
Baweja, Jessica; Dunning, Madelyn; and Rogers, Keithan (2025) "Enhancing Nuclear and Radiological 
Security in Polarized Times: Safeguarding Against Extremist Insider Threats," International Journal of 
Nuclear Security: Vol. 9: No. 3, Article 9. 
https://doi.org/10.7290/ijns09317753 
Available at: https://trace.tennessee.edu/ijns/vol9/iss3/9 

This article is brought to you freely and openly by Volunteer, Open-access, Library-hosted Journals (VOL Journals), 
published in partnership with The University of Tennessee (UT) University Libraries. This article has been accepted 
for inclusion in International Journal of Nuclear Security by an authorized editor. For more information, please visit 
https://trace.tennessee.edu/ijns. 

https://trace.tennessee.edu/ijns
https://trace.tennessee.edu/ijns/vol9
https://trace.tennessee.edu/ijns/vol9/iss3
https://trace.tennessee.edu/ijns/vol9/iss3
https://trace.tennessee.edu/ijns/vol9/iss3
https://trace.tennessee.edu/ijns/vol9/iss3/9
https://trace.tennessee.edu/ijns?utm_source=trace.tennessee.edu%2Fijns%2Fvol9%2Fiss3%2F9&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/1412?utm_source=trace.tennessee.edu%2Fijns%2Fvol9%2Fiss3%2F9&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/412?utm_source=trace.tennessee.edu%2Fijns%2Fvol9%2Fiss3%2F9&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/412?utm_source=trace.tennessee.edu%2Fijns%2Fvol9%2Fiss3%2F9&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/414?utm_source=trace.tennessee.edu%2Fijns%2Fvol9%2Fiss3%2F9&utm_medium=PDF&utm_campaign=PDFCoverPages
https://doi.org/10.7290/ijns09317753
https://trace.tennessee.edu/ijns/vol9/iss3/9?utm_source=trace.tennessee.edu%2Fijns%2Fvol9%2Fiss3%2F9&utm_medium=PDF&utm_campaign=PDFCoverPages
https://trace.tennessee.edu/ijns


Enhancing Nuclear and Radiological Security in Polarized Times: Safeguarding Enhancing Nuclear and Radiological Security in Polarized Times: Safeguarding 
Against Extremist Insider Threats Against Extremist Insider Threats 

Cover Page Footnote Cover Page Footnote 
The authors express appreciation to the US Department of Energy, National Nuclear Security 
Administration, Office of Radiological Security for their support of this work. Pacific Northwest National 
Laboratory (PNNL) is operated by Battelle Memorial Institute for the US Department of Energy under 
contract DE-AC05-76RL01830. 

This article is available in International Journal of Nuclear Security: https://trace.tennessee.edu/ijns/vol9/iss3/9 

https://trace.tennessee.edu/ijns/vol9/iss3/9


International Journal of Nuclear Security–Nuclear Security Women Special Issue, Vol. 9, No. 3, 2024 

DOI: 10.7290/ijns09317753 

 
 

 
 
 
 

Enhancing Nuclear and Radiological Security 
in Polarized Times: Safeguarding Against 
Extremist Insider Threats  
 

Jessica Baweja, Madelyn Dunning, and Keithan Rogers  
Pacific Northwest National Laboratory  

 
 

 
 

Abstract 
Domestic violent extremism has been on the rise in recent years, fueled by growing 
political polarization, the COVID-19 pandemic, and the spread of misinformation online. 
This concerning trend raises an important question: has this increase in extremist 
violence manifested in more incidents involving radioactive or nuclear (RN) materials 
and a corresponding security concern? To explore this question, we analyzed existing 
data on events involving chemical, biological, radiological, or nuclear materials over 
time. Specifically, we examined the rate of RN-related incidents, the targets of these 
events, and the ideologies motivating the perpetrators by using the Violent Non-State 
Actor Chemical, Biological, Radiological, and Nuclear Event Database from the National 
Consortium for the Study of Terrorism and Responses to Terrorism. Our analysis aimed 
to determine whether the broader rise of violent extremism has translated to an elevated 
risk of attacks involving RN materials. Results of the analysis revealed that there was no 
clear increase in events involving RN material in the dataset. However, given the rarity 
of these events, this conclusion does not indicate that such a trend might not appear in 
coming years if violent extremism continues to rise. To address the potential risk 
presented by violent extremism, in addition to quantifying the frequency of RN events, 
we also reviewed traits that could make organizations more susceptible to insider 
threats from radicalized employees. Focusing on the literature around counterproductive 
workplace behavior, we identified organizational characteristics that might increase the 
risk of malicious acts committed by radicalized insiders. These risk factors include 
abusive leadership, situational constraints, and organizational injustice. Finally, using 
these organizational risk characteristics, we discuss interventions that organizations 
with RN material can take to reduce their risk of attacks stemming from violent 
extremism while still protecting individual rights to privacy and civil liberties. Overall, this 
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article provides an overview of the intersections between rising domestic extremism, 
insider threats, and risks posed by RN materials. We present current data on trends and 
patterns in this space as well as practical guidance for organizational resilience.  
 

Keywords: extremism, insider threat, organizational resilience  
 

1. Introduction 
In 2017, Brandon Russell emerged on the radar of law enforcement authorities during a 
homicide inquiry, wherein one of his three cohabitants had fatally assaulted another [1]. 
The ensuing investigation sought to unravel the circumstances of the murder but also 
inadvertently exposed the clandestine activities of the residents. Russell and his 
associates, identified as neo-Nazis, had been clandestinely amassing explosive 
substances and other components essential for the creation of destructive devices 
within their shared residence in Tampa, Florida. Notably, the discovery included two 
radioactive elements: thorium and americium. These materials were intended for use in 
violent attacks fueled by their extremist ideologies. Russell’s involvement in these 
dangerous plots led to a 5-year prison sentence. Upon his release in 2021, he swiftly 
reverted to his previous extremist lifestyle. Currently, Russell is facing impending legal 
proceedings for his alleged involvement in orchestrating attacks on critical infrastructure 
[2]. This case of Brandon Russell serves as a stark illustration of how extremist 
ideologies can potentially culminate in attempts to execute acts of mass violence. 
 
As the case of Brandon Russell illustrates, major national security concerns exist 
regarding the rise in domestic violent extremism (DVE) in the US. Domestic political 
polarization, the COVID-19 pandemic, and the growth in the spread of false information 
through online and other means have contributed to a rise in civil unrest domestically 
and internationally. This rise in civil unrest has manifested in an increase in violent 
extremist incidents, particularly from the far right [1, 3, 4]. In the US, this increase in 
extremist violence manifested most notably in the attack on the US Capitol on January 
6, 2021. It has also resulted in concerns about the threat that such violent extremists 
might pose to the security of radioactive or nuclear material (RN). For example, Fleer [1] 
presents three case studies of radiological weapons from the far right, demonstrating 
that violent extremists can and do seek RN material to commit acts of violence. Nair and 
colleagues [5] also recently highlighted the threat that radicalized insiders might pose to 
facilities with nuclear materials.  
 
As the threat has evolved, it is important to assess whether concerns about DVE have 
manifested in an increase in incidents involving RN material. Given that many of the 
incidents involving RN material have been perpetrated by insiders, it is also critical that 
we explore the characteristics that might make organizations more vulnerable to these 
insider threats [6]. This study therefore explored the potential changes in violent 
extremist incidents involving RN materials as well as the organizational traits that might 
make an organization vulnerable to insider threats seeking RN material. 
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a. Violent Extremist Threat to RN Material 
Little doubt exists that the threat landscape has changed drastically in recent years. The 
current highly polarized political environment has led to an increased risk of extremist 
attacks, particularly within the US. On May 24, 2023, the US Department of Homeland 
Security (DHS) released the most recent National Terrorism Advisory bulletin warning 
that the US remains in a heightened threat environment and there is an increased risk 
of attacks by lone offenders and small groups motivated by ideological beliefs [7]. The 
same week, Oath Keepers founder Steward Rhodes was sentenced to 18 years in 
prison for seditious conspiracy for his part in orchestrating the attack on the US Capitol 
Building on January 6, 2021 [8]. The Biden Administration has recognized the need to 
address this growing extremist threat within the US, releasing the first “National Strategy 
for Countering Domestic Terrorism” in June 2021 [9], followed by the first US “National 
Strategy to Counter Antisemitism” in May 2023 [10].  
 
According to the Global Terrorism Index report [11], ideological terrorism has overtaken 
religious terrorism in the West (including North America), and there has been a steady 
increase in ideologically motivated attacks over the last decade. There were 14 deaths 
in 2022 from ideologically motivated terrorism; the deadliest attack occurred in the US, 
when a lone shooter killed 10 people in a racially motivated shooting in a Buffalo, New 
York, grocery store [12]. All those deaths were attributed to perpetrators with far-right 
views [11]. Existing reports suggest that the threat of extremism may have increased, 
particularly in the West and North America. 
 
This changing threat, particularly from lone actors, may warrant a change in our 
understanding of the threats to RN material. One goal of the current study, therefore, 
was to explore recent attacks, especially those involving RN material, to understand 
whether a significant change has occurred in the rate or targets of these attacks over 
time.  
 

b. Organizational Traits 
In addition to exploring whether there have been changes in the capabilities and 
attributes of potential insider adversaries, this study also examined characteristics that 
might make organizations more or less vulnerable to insider threats seeking RN 
material. A surprisingly small amount of research exists on the characteristics of 
organizations that might make them vulnerable to insider threats. Some work that exists 
has looked at security culture or awareness and demographic characteristics that 
predict it [13]. Other work has explored an overall risk index for radiological material that 
accounts for the probability and magnitude of an event involving an radiological 
exposure device or radiological dispersal device for a specific facility [14].  
 
Despite the lack of focus on organizational traits, it is clear that organizations contribute 
to the likelihood of insider attacks, particularly if they respond to a concerning situation 
in a maladaptive way [15]. Additionally, organizational policies and procedures, such as 
access control policies, can either increase or decrease the likelihood of success for an 
insider attack [16]. One important aspect of mitigating insider risk is understanding the 
ways that propensities toward insider threats might interact with specific organizational 
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traits—for example, are there especially concerning combinations of risk and 
vulnerability that might occur at RN facilities? To address these questions, in addition to 
exploring the potential changes that may have occurred to insider risks, this study also 
explored organizational traits to identify those areas that might place an organization at 
greater risk for insider threats. 
 

c. Current Study 
The current study explored two primary research questions: 
 

• Has the violent extremist threat to RN material changed substantially in recent 
years in the rate of incidents, the targets, or the ideologies of their primary 
actors? 

• What characteristics might make organizations more vulnerable to insider 
threats, and how can those vulnerabilities be addressed? 

 
As it relates to the risk of insider threats, this study explored trends in domestic violent 
extremism, RN incidents, and their ideologies and targets. Although the focus of this 
study is the US, to maximize understanding of RN incidents, we include data from both 
domestic and international incidents. Additionally, we examined the traits that might 
make RN organizations more vulnerable to insider threats as well as interventions to 
address them. 
 

2. Method 
To address these research questions, this study used a combination of secondary data 
analysis and literature review. 
 

a. Secondary Data Analysis 
To understand changes in the rate of RN events over time, data were analyzed from the 
University of Maryland’s National Consortium for the Study of Terrorism and Responses 
to Terrorism (START) [17]. These data included records of chemical, biological, 
radiological, and nuclear (CBRN) events plotted or completed by violent non-state 
actors (VNSA). These data were analyzed to identify any trends in RN events 
domestically or internationally, particularly as they relate to radioactive material or 
events involving insiders. Note that data from all events (not just the US) were included 
to maximize sample size, although many of the issues and interventions discussed here 
are primarily US-focused. 
 

b. Literature Review 
The literature review was conducted to gather relevant information on insider threats 
and organizational characteristics from existing scholarly articles, books, conference 
papers, and other academic sources. A systematic search strategy was developed to 
identify relevant literature. Search engines and databases such as Google Scholar were 
used. The search terms included combinations of keywords such as “insider threats,” 
“organizational characteristics,” “organizational traits,” “organizational risks and insider 
threat,” “organizational risk and radicalization,” and “domestic violent extremism and 
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organizational risk.” Articles were selected based on their relevance to RN extremism 
and insider threats as well as publication date (to ensure current social relevance).  
 

3. Results 
 

a. Event Rate, Targets, and Ideology Over Time 
The VNSA CBRN event database catalogs all international events with CBRN material 
that involve intentional acts of violence or attempted violence perpetrated by non-state 
actors that are not purely criminal in nature (e.g., financially motivated). The events 
range in completion from protoplots to successful attacks. Like many other datasets, 
these events are compiled from media reports and other sources. There are 565 events 
in the database. Table 1 shows a breakdown of the events by type (i.e., RN and non-
RN) and whether those events involved insiders. As the table shows, most of the events 
were non-RN and did not involve insiders. However, there were 69 RN events, and of 
those, 5 involved an insider. 
 

Table 1. Type of events in VNSA CBRN event data. 

  Insider No Insider Total 

Non-RN 19 (3.4%) 477 (84.4%) 496 (87.8%) 

RN 5 (0.9%) 64 (11.3%) 69 (12.2%) 

Total 24 (4.2%) 541 (95.8%) 565 (100%) 

 
The primary question of interest for these data is whether the rate of events involving 
RN material has changed over time. To answer this question, Figure 1 shows the rates 
of RN events over time. As the figure shows, few RN events have occurred in general, 
with the highest number of events occurring in 1996, 2001, and 2003 (all n = 7). If 
anything, recent years appear to show a declining trend, although given the low number 
of events overall, such a change is difficult to interpret. 
 
To explore whether the targets or ideologies have changed in recent years, we also 
examined changes in ideology and target over time for RN events. Due to the small 
number of events annually, years were divided into 5-year spans. Figure 2 shows the 
ideologies associated with events each year (proportionally). Note that because the 
database exists at the event rather than the actor level, these analyses focus on the 
target or the ideology of the primary actor in each event. These ideologies are shown 
proportionally (i.e., by percentage of events associated with each ideology over time). 
Similarly, Figure 3 shows the targets of RN events annually (by proportion of events). 
Table 2 and Table 3 show the number of events within each timeframe by ideology and 
target, respectively, to help provide some context to the associated figures. For 
simplicity, some categories of targets were combined. The original dataset contained 28 
different target types; these were combined into the eight categories shown in the chart. 
Overall, these figures suggest that there has perhaps been some change in ideology, 
with an increase in unknown ideologies associated with RN events. When examining 
the targets of the planned events, the results show that there appears to an increase in 
events targeting government, military, or police facilities or personnel.  
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Figure 1. Number of VNSA RN events annually. 

 
Table 2. Ideology and number of RN events in over time. 

Years Criminal Ethno-
nationalist 

Religious 
(New) 

Religious 
(Traditional) 

Right-
wing 

Unknown Total 

1990–
1994 

0 2 2 1 0 0 5 

1995–
1999 

1 11 0 1 1 1 15 

2000–
2004 

2 7 1 18 0 3 31 

2005–
2009 

3 1 0 5 0 5 14 

2010–
2014 

0 1 0 1 0 0 2 

2015–
2019 

0 0 0 1 1 0 2 

 

 
Figure 2. Proportion of RN events by ideology in over time. 
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Table 3. Number of RN events by target over time. 

Years Business Government, 
Military, or 
Police 

None Private Public 
Institution 

Religious or 
Historical 

Unknown Total 

1990–
1994 

0 0 1 0 0 0 4 5 

1995–
1999 

0 5 1 2 0 0 7 15 

2000–
2004 

4 3 1 0 6 0 17 31 

2005–
2009 

1 3 3 0 2 1 4 14 

2010–
2014 

0 1 0 0 1 0 0 2 

2015–
2019 

0 1 1 0 0 0 0 2 

 

 
Figure 3. Proportion of RN events by target over time. 

 
Finally, to understand whether the tactics for acquiring RN material have changed, 
Figure 4 shows the acquisition method for RN materials over time proportionally. Table 
4 shows the corresponding numbers of events. The results generally suggest that in 
many cases, the method of acquisition remains unknown, although in a reasonable 
proportion of cases, the method of acquisition was production of the material. 
 

Table 4. Number of events by acquisition method over time. 

Years Facility Production Purchase Serendipity Theft Training  Unknown Total 

1990–1994 0 2 1 1 0 0 1 5 

1995–1999 0 0 2 0 3 0 10 15 

2000–2004 5 4 4 0 5 0 13 31 

2005–2009 1 1 2 0 1 1 8 14 

2010–2014 1 1 0 0 0 0 0 2 

2015–2019 0 2 0 0 0 0 0 2 
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Figure 4. Proportion of events by acquisition method over time. 

 

b. Organizational Traits and Vulnerabilities 
Knowledge pertaining to insider threat and the risk it poses to organizations has been 
steadily increasing over the past two decades, and organizations increasingly recognize 
the threat posed by insiders to sensitive information, hazardous material, or critical 
infrastructure. Particularly for facilities with RN material, insiders are a known and 
recognized threat; every successful theft for which the circumstances are known 
involved an insider [6]. In this section, we review some of the organizational factors that 
may make that organization more vulnerable to insider threats. For the purposes of this 
review, both unintentional and intentional insider threats are discussed. 
 
A literature review was conducted to identify the traits of an organization that might be 
associated with greater risk of insider threat. However, the results of that review 
revealed that the organization as a component of the insider threat is generally 
overlooked, especially in the context of an intentional insider [18]. When discussing 
unintentional insiders, organizational characteristics such as inadequate procedures, 
poor communication, insufficient resources, poor management, inadequate security, 
pressure, time, difficulty, change in routine, poor planning, and lack of knowledge, skills, 
and ability have all been discussed [19]. There is a substantial relationship between the 
operation of the organization and the generally accepted causes of unintentional insider 
threat activities—that is, the organizational traits that contribute to human error [19].  
 
In general, though, intentional insider threat research is heavily focused on the 
individual as the cause of insider threats, with the goal of enabling organizations to 
mitigate the threat the individual poses. In this study, we focus on the organizational 
traits that may make an organization more susceptible to an insider or, in some 
instances, may even foster the radicalization or action of an insider. The existing 
research most relevant to organizational factors and intentional insider threat has 
generally centered around counterproductive workplace behaviors (CWBs). CWBs are 
defined as behaviors that are intended to have a detrimental effect on organizations and 
their members; they are acts of intentional harm within the workplace [20]. They can 
include abuse, bullying, absenteeism, theft, tardiness, sabotage, or any other behaviors 
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that are intended to cause harm to the organization or its members in some way. They 
have previously been used as a precursor to insider threat or a behavior on the insider 
threat spectrum that may not rise to the level of making the person an adversary of the 
organization [21]. In other words, CWBs include a wide spread of behaviors, some of 
which reflect threat indicators (e.g., absenteeism, workplace conflict) and some of which 
represent actual adversary behaviors (e.g., theft, sabotage). Because the literature does 
not distinguish between indicators of possible threats and adversarial behavior, the 
review in this article is combined. Thus, in this section, we review the organizational 
factors that have been found to be associated with a greater risk of CWBs to 
understand which organizational factors might convey a greater risk of insider threat. To 
do so, we relied on a large existing body of research on CWBs and their opposite 
organizational citizenship behaviors (OCB). CWBs can include both active and passive 
acts, such as aggression, theft, sabotage, arriving to work late, taking excessive breaks, 
or purposefully ignoring policy or procedure. In this article, we divide the characteristics 
that were identified as contributing to the insider threat into operational and intangible 
traits. Of course, this is not an exhaustive list—as research continues within the nexus 
of organizational characteristics and insider threat, more traits will likely be identified. 
Based on the literature review, the traits identified as most relevant to risk of insider 
threat were leadership, situational constraints, security culture, organizational justice, 
organizational pride, and person–environment (PE) fit. Each of these characteristics is 
discussed in the following subsections. 
 

Leadership 
A clear relationship exists between leadership and CWBs [22–24]. Researchers have 
explored a few different theories to explain this association, including social learning 
theory (i.e., suggesting that employees learn by example), social exchange theory (i.e., 
CWBs may result when leaders violate a social contract), and social identity theory (i.e., 
pride and personal investment may relate to the likelihood of CWBs). A recent meta-
analysis [24] suggested that social learning theory may be the best explanation for the 
association between leadership and CWB; however, regardless of the specific 
mechanism, leadership has shown to be highly important to the rate of CWBs and 
therefore is relevant to the risk of insider threat. 
 
A few different leadership styles have been explored when examining precursors to 
employee CWB. On the positive end of the spectrum, ethical leadership is defined as 
the demonstration of normatively appropriate conduct through personal actions, 
interpersonal relationships, and the promotion of such conduct to follow two-way 
communication, reinforcement, and decision-making [25]. A direct correlation exists 
between promotion-focused ethical leadership and perceived or felt trust by employees 
toward their organization. Bush et al. [25] found that leadership styles that promote and 
reward good behaviors increase employees’ sense of feeling trusted and lower CWBs. 
Leadership styles that focus on preventing bad behavior have the opposite effect. On 
the negative end of the spectrum, abusive supervision has been linked to higher rates of 
CWB in employees [26, 27]. In general, experiences of emotional abuse in the 
workplace have been found to lower organizational commitment, OCB, cohesiveness, 
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productivity, and job satisfaction and also increase turnover, absenteeism, CWB, and 
withdrawal [28]. 
 
Like much of the literature relating to insider threats, the literature on CWBs focuses on 
explaining the behavior from an individual psychological perspective rather than an 
organizational one. Carpenter et al. [29] noted that this focus is surprising because most 
CWB driving factors are organizational—for example, human resources systems, 
leadership, norms, or policies. To explore this idea, they examined the concept of “unit-
level” CWB, in which CWBs exist at a level higher than the individual. They found that 
abusive supervision increased unit-level CWB and transformational leadership 
(inspiration-based) decreased CWB [29]. By exploring the phenomenon of CWB at a 
greater-than-individual level, this study allowed for the exploration of larger 
organizational factors on the behavior among employees as a whole and demonstrated 
that characteristics such as leadership can affect employees as a group. This 
conclusion is in contrast to examining how individual characteristics might predict or 
explain CWBs (or insider threat). 
 
Overall, many studies have found that leadership has a direct effect on CWB [22–24]. 
There is an increasing body of evidence that suggests that leadership behavior, when 
positive, can promote good behavior but when abusive or problematic can increase the 
likelihood of CWBs and potentially of insider threat activities. When addressing the 
vulnerabilities of an organization to insider threat, leadership behavior is therefore an 
important consideration. 
 

Situational Constraints 
Situational constraints are anything that prevent or stop an organization or an individual 
from attaining a personal or organizational goal [30]. Situational constraints can include 
a lack of office supplies, lack of support from management, lack of training, and more. 
Multiple studies have investigated the link between CWBs and situational or job 
constraints [30, 31]. CWBs are often considered to be a result of the frustration arising 
from situational constraints. In this perspective, situational constraints create frustration 
by preventing people from reaching their goals, and when frustration increases, it can 
lead to acts of aggression in the form of CWBs. Other studies have supported the link 
between organizational or situational constraints and CWBs—for instance, Fox et al. 
[32] found that organizations in which employes perceive greater work constraints, more 
negative emotions, more conflict, and lower autonomy have higher levels of CWBs 
among employees. 
 
In addition to frustration resulting from situational or job constraints, there is also 
evidence that the opposite may be true—that is, a sense of ownership and control may 
be important to job satisfaction and reduced CWBs. Tsai [33] recently explored the 
concept of job crafting and its relationship to CWBs. Job crafting refers to the ability of 
an employee to shape their own work environment to fit their needs and interests. They 
found that job crafting predicted a sense of psychological ownership, or a sense that the 
job or the organization is theirs. Psychological ownership, in turn, positively predicted 
work engagement and negatively predicted the likelihood of CWBs. This prediction 
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suggests that allowing employees to have control (i.e., a lack of constraints) can help to 
increase their engagement and decrease the likelihood that they will engage in 
misbehaviors. As a whole, these studies suggest that situational constraints can 
increase frustration, and an organization whose employees experience high levels of 
constraint might therefore have a greater risk of insider threat. In contrast, organizations 
in which employees feel a sense of control over their role are more engaged and less 
likely to engage in CWBs. 
 

Security Culture 
Security culture is a concept with a variety of definitions depending on the context, such 
as information or material. In the nuclear material domain, the International Atomic 
Energy Agency (IAEA) defines nuclear security culture as “the assembly of 
characteristics, attitudes, and behavior of individuals, organizations, and institutions that 
serves as a means to support and enhance nuclear security” [34]. In the academic 
literature, the related concept of information security culture is probably the most widely 
studied type of security culture and is defined as the collection of perceptions, attitudes, 
values, assumptions, and knowledge that guides how things are done in an organization 
to be consistent with information security requirements, with the aim of protecting the 
information assets and influencing employees’ security behavior in a way that preserves 
the information security such that it becomes second nature [35]. Underlying both 
definitions is the idea that security culture involves integrating security within the daily 
lives of employees and the general recognition that security is a critical part of every 
employee’s job and responsibilities. As a result of this belief and investment, it is 
reasonable to suggest that organizations with a mature security culture are less likely to 
suffer an insider threat. 
 
One way that researchers have explored the effect of security culture is through studies 
of organizational climate. Organizations with a strong compliance climate—in which 
employees feel a high level of respect for organizational standards, procedures, and 
policies—were found to have a lower rate of CWBs [36]. In contrast, organizations that 
focus on a relational climate in which employees have strong social relationships had a 
greater rate of counterproductive work behaviors. However, the concept of security 
culture is one that is understudied, and so there is a lack of strong evidence linking 
security culture to CWBs or insider threats. Initial results do suggest that security culture 
is an important organizational trait for conferring risk of insider threats, and the 
enhancement of security culture might help to mitigate that risk. 
 

Organizational Justice 
Organizational justice consists of three components: distributive justice, or a fairness of 
outcomes; procedural justice, or the perceived fairness of the processes that end in 
outcomes; and interactional justice, or the fairness of interpersonal treatment and 
communication by management to employees [37]. A 2001 meta-analysis [37] explored 
the associations between these different components of organizational justice and 
CWBs and OCBs. Across 190 different studies, they found that a sense of 
organizational justice predicts the likelihood of engaging in OCBs and CWBs as well as 
employees’ organizational commitment and turnover intentions (i.e., the likelihood that 
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they plan to leave the organization). The study found that work performance was most 
closely related to procedural justice and that OCBs increased when distributive and 
procedural justice were high. They also found that job satisfaction was most closely tied 
to distributive justice—specifically, salary. Commitment to the organization was 
enhanced when the perception of justice was high. Finally, they found that CWBs were 
closely related to all three forms of justice. Studies have also explored the relationships 
between leadership, justice, and CWBs—Holtz and Harold [22] found that leadership 
behaviors affect employee perceptions of justice, although perceptions of justice did not 
mediate the relationship between leadership behaviors and CWBs. Leadership, then, 
may affect perceptions of justice, although both perceptions of justice and leadership 
directly relate to CWBs. 
 
In another study demonstrating the interrelationships between these concepts, Jones 
[38] explored the associations between perceived injustice and desires for revenge 
against one’s supervisor. Results of the study demonstrated that employees tended to 
direct their CWB toward the source of their mistreatment or perceived injustice, 
suggesting that a desire for revenge against leadership may explain at least some of the 
association between perceived injustice and CWBs. Overall, perceptions of injustice 
within an organization clearly relate to the likelihood of employee misbehavior, 
suggesting that addressing concerns about organizational justice is a promising avenue 
for reducing the risk of insider threats. 
 

Organizational Pride 
Organizational pride is a collective form of pride that describes the pleasure taken in 
being associated with one’s employer [39]. To some extent, it is related to the 
employee’s evaluation of the organization’s external reputation—if employees believe 
that the organization is perceived well, they may be prouder to be associated with it. 
Good evidence exists that a sense of organizational pride relates to employee 
outcomes. A sense of concern for the organization, including a sense of pride for it, has 
been found to relate to a greater rate of organizational citizenship behavior [40]. 
Organizational pride and job satisfaction also mediated the relationship between 
employees’ perception of the organization’s external reputation and their turnover 
intentions [39]. A more recent study demonstrated that employees’ level of pride in their 
organization affects their task performance as well as their OCBs. Similar to research 
exploring the effect of leadership, researchers have argued that the social identity (i.e., 
a sense of belonging or oneness with the group) can help to explain the relationships 
between organizational pride and CWB or OCB. 
 
Overall, the literature suggests that an association exists between an employee’s sense 
of pride in an organization and the likelihood of good or bad behavior at work. 
Employees who feel that the organization is one to be proud of are less likely to engage 
in problematic behavior and more likely to engage in positive behaviors, suggesting that 
organizations for which employees feel a greater sense of pride are at lower risk of 
insider threat. 
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Person–Environment Fit 
PE fit refers to the compatibility between an individual and a work environment, or when 
their “characteristics are well-matched” [41]. This broad concept can apply to the match 
between the employee and their interests, values, culture, preferences, or knowledge 
and a variety of environmental factors, such as the organization overall, their job, or 
their work group. It is probably not surprising that there is good evidence that this sense 
of fit is predictive of employee behavior—desired behaviors occur more often when the 
fit is good. For instance, high PE fit is associated with job satisfaction, organizational 
commitment, and a low intent to quit. There is also evidence that misfit causes stress 
and strain, especially what has been termed “needs–supplies” fit—the match between 
an employee’s needs and what the organization is able to provide [42]. For example, if 
an employee has a high need for autonomy that is not met at their job, this may lead to 
needs–supplies misfit and stress or strain. Vocational interest, one aspect of PE fit (i.e., 
person–vocation fit), has been found to be related to job performance, CWB, and OCB 
[43]. Another study also found an association between vocational interest and job 
performance, suggesting that vocational interests may be important to a satisfying 
employment experience [44]. Overall, the match between the person and the job 
appears to relate to job satisfaction, turnover, and employee behavior, which suggest 
that efforts to maximize the fit through personnel selection procedures may be one way 
of reducing the risk of insider threat. Unlike other organizational traits examined here, 
PE fit is a combination of personal and organizational characteristics; however, 
organizational procedures that attempt to maximize employee fit could nonetheless be 
used as one method to reduce the likelihood of CWB, increase OCB, and potentially 
have more satisfied employees. Thus, increased PE fit for individuals in an organization 
might reduce the likelihood of insider threats. 
 

c. Interventions 
Based on the CWB and OCB literature, three categories of interventions are highlighted: 
interventions targeting security culture and employee reporting; leadership 
interventions, especially focused on fairness and justice; and organizational self-
assessment. 
 

Enhancing Security Culture, Reducing Situational 
Constraints, and Increasing Employee Reporting 

Enhancing security culture is one method of helping RN facilities become more resilient 
to the threats posed by radicalized insiders. This sentiment is echoed in the broader 
literature on radicalization, in which experts discussed the need to foster resilience to 
help individuals avoid being drawn into extremist groups [45]. Recent guidance from the 
World Institute for Nuclear Security (WINS) also discussed nuclear security culture as 
one factor in helping organizations prevent the threat of DVE [46]. The IAEA provides 
specific interventions for enhancing nuclear security culture in organizations, including 
security awareness, management training, and codes of conduct [47]. Notably, 
however, a need exists for additional research on initiatives for strengthening security 
culture [48].  
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As one way of fostering a stronger security culture while also reducing situational 
constraints, organizations should develop an employee reporting program to share 
concerns about the organization and ways the organization might improve. Such a 
program would help to reduce the feelings of frustration and constraints by giving 
employees a sense of control. In addition to associations with CWBs, the importance of 
this need for control is also highlighted in the literature on radicalization, in which 
studies have repeatedly identified grievances as playing a key role in radicalization [49–
51]. Reducing situational constraints, increasing a sense of control, and providing a 
means for raising grievances to leadership is one way that organizations can intervene 
to reduce the likelihood that employees might turn to violence or other extremist acts.  
 

Ethical Leadership Training, Justice, and Fairness 
Leadership interventions can play a significant role in increasing ethical leadership, 
reducing abusive supervision, and mitigating the risk of insider threats. Training 
supervisors to understand the value of supportive supervision can be a practical first 
step toward reducing abusive supervision [52]. A recent study described training 
designed to provide supervisors with strategies to handle difficult situations and offer 
positive feedback as they observe the favorable reactions to supportive supervision. 
This training can help to educate supervisors about the negative consequences of 
abuse and promote constructive problem-solving approaches to minimize destructive 
employee responses to abuse [52]. The program was found to be successful in 
enhancing the perceived support provided by supervisors to their subordinates.  
 
Jeon et al. [53] also recently described the results of an ethical leadership program 
designed to improve the ethical leadership skills of managers, which was especially 
effective in improving people’s orientation and concern for sustainability. The program 
also had a positive effect on the OCBs and job outcomes of the unit managers. 
Furthermore, the program was found to positively influence the perceptions of staff 
nurses about their unit managers’ ethical leadership, OCB, job outcomes, and ethical 
work environments. This result suggests that training on ethical leadership can play a 
crucial role in producing positive organizational outcomes and reducing insider threats.  
 
These studies provide valuable insight into the role of leadership in fostering a sense of 
fairness and justice within organizations. Gonzalez et al. [52] proposed a training 
program for supervisors that emphasizes sincerity, mindfulness, and fairness, which 
have been found to enhance the perceived support provided by supervisors to their 
subordinates. This support, in turn, can foster a sense of fairness and justice and 
reduce the risk of insider threats. Jeon et al. [53] discussed an ethical leadership 
program designed to help these managers understand ethical leadership and facilitate 
their participation in creating ethical environments and cultures in their hospitals. Both 
interventions highlight the roles that leaders can play in improving culture and fairness 
as well as reducing the risk of insider threats within organizations. 
 

Organizational Self-Assessment 
The review of the literature demonstrated that organizational factors can be powerful 
determinants of employee behavior—both good (i.e., OCB) and bad (i.e., CWB). This 
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result suggests that when examining the vulnerabilities of an organization to insider 
threats, in addition to examining those employees who may individually present a risk 
(e.g., through surveillance, vetting, monitoring, or observation), organizations should 
also conduct assessments of their own characteristics. In doing so, they may identify 
areas for organizational improvement that could reduce the likelihood of insider threats 
overall. Although no single trait can be targeted to eliminate the potential for insider 
threats, we believe that a holistic approach to evaluating an organization based on the 
identified traits can augment an insider threat mitigation program and would have 
significant downstream benefits to an organization that would include higher efficiency, 
retention, and organizational pride for its employees. To evaluate or assess 
organizational traits, Table 5 presents the organizational trait, the key question 
associated with that trait, and the potential data sources that might be relevant to 
evaluating that trait. Additional information about how to collect and analyze relevant 
information can be found in IAEA guidance on nuclear security self-assessment [54], 
which provides extensive examples of surveys specific to those topics. In general, the 
results of this report help to provide some information of the kinds of traits that are most 
relevant organizationally to the risk of insider threats; developing these into a self-
assessment method would be a useful future addition.  
 

Table 5. Data sources for organizational assessment. 

Trait Key Question Data Sources 

Material 
Consequence 

What is the material used, what are the 
consequences if stolen or misused, and 
how easy is that potential misuse? 

Document review (e.g., material 
accounting and control records) 

Campus 
Accessibility 

To what degree is access to the facility 
open or restricted? 

Document review (e.g., access control 
procedures) 

Leadership What are the characteristics of leaders 
within the organization, and how are the 
leaders perceived? 

Employee and leadership interviews, 
surveys, observations, document review 
(e.g., training procedures, leadership 
policies) 

Situational 
Constraints 

Do employees have access to the 
resources they need, and do they have 
the freedom and autonomy to do their 
jobs successfully?  

Employee and leadership interviews, 
surveys 

Security Culture To what degree is security integrated in 
employees’ daily activities? 

Employee and leadership interviews, 
surveys, observations document review 
(e.g., security policies, employee training) 

Organizational 
Justice 

Do employees feel that they are treated 
fairly by the organization? 

Employee and leadership interviews, 
surveys, observations document review 
(e.g., leadership policies, compensation 
procedures) 

Organizational 
Pride 

Do employees feel a sense of pride 
working for the organization? 

Employee and leadership interviews, 
surveys 

PE Fit Do employees feel that their job and 
organization match their needs and 
interests? 

Employee interviews, surveys 

 

4. Discussion 
This study examined the changes in risk to RN material specifically presented by the 
changes in risk of violent extremism or terrorism. We also conducted a preliminary 
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exploration of the organizational traits that might be most relevant to the risk of insider 
threats. Implications of the findings for changes in threats to RN material and 
organizational traits relevant to insider risk are discussed in the following subsections. 
 

a. Threats to RN Material 
This study explored whether the threat of insiders to facilities with RN material has 
increased in recent years. To answer this question, we examined a secondary data 
source including information on theft or other events involving RN material to determine 
if the risk of these events has increased. Data from the University of Maryland did not 
show a consistent increase in ideologically motivated violence involving RN material. 
This conclusion, of course, does not exclude the possibility that RN events will increase 
based on the overall risk of violent extremism in the world. Rather, that increase may 
yet occur. Indeed, recent commentaries have suggested that, at least in the US, the 
response to the tempestuous political environment will likely determine how or whether 
political violence will increase [55].  
 
The ideologies of RN actors were also explored. Notably, ideologies are useful from a 
practical standpoint only if they inform the targets or tactics used. Jones et al. [56] 
generated a comprehensive summary of the tactics and targets used by extremists of 
different ideological viewpoints; although there were some different trends among the 
three groups they generated, there seemed to be a general shift toward military, law 
enforcement, and government targets. This conclusion was mirrored in the results from 
the VNSA CBRN data examined here, which showed a shift toward the targeting of 
government, law enforcement, and military personnel as well as toward unknown 
ideology. 
 
Connecting these findings to the overall risk to RN material, the somewhat optimistic 
result is that these incidents remain fortunately rare and do not seem to be increasing 
when reviewing the data used here. However, the more general data around DVE and 
the targeting of government, military, and law enforcement personnel suggest that the 
overall risk of these types of attacks has likely increased in recent years [4]. The threat 
posed to RN material is likely higher in the than in years past largely because of the 
fragile and fraught political environment increasing the risk of ideologically motivated 
actors. 
 

b. Organizational Vulnerabilities 
There is a general lack of research around the characteristics that might make an 
organization more vulnerable to a malicious insider attack [18]. However, a large body 
of work explores the factors that might increase the risk of CWBs in an employee 
population. To the extent that CWBs represent a form of insider threat, these 
characteristics might be helpful for consideration when assessing an organization’s 
vulnerability to insider threat. 
 
Overall, the literature highlights several factors as being especially important to the 
occurrence of CWBs. Probably most mentioned are concepts around organizational 
justice, including procedural, distributional, and interactional justice [37]. Results also 
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highlighted the roles of leadership, situational constraints, and security culture. Finally, a 
sense of organizational pride and a sense of fit with the organization, job, or vocation 
are also relevant to the risk of CWB or the likelihood of OCB. Overall, there is clear 
evidence that the ways that employees are treated (or the way that they perceive they 
are treated) by an organization is a critical component of job satisfaction and 
subsequent employee behavior. In this paper, we presented some of the key 
characteristics that seem to be most impactful from an organizational perspective for 
employee behavior. Information about these characteristics will need to be obtained by 
organizations using surveys, interviews, observations, and document reviews, which are 
the self-assessment methods described in IAEA guidance [54]. Future work should 
consider exploring the links between organizational traits and insider threats in past 
cases to understand how they may be linked. Additionally, conducting a pilot self-
assessment of these characteristics would be a useful next step to explore the utility of 
these traits in identifying issues of security concern for facilities with radiological 
material. 
 

c. Limitations 
The primary limitation in this study is its reliance on a single dataset with a limited 
sample size. The extremely low frequency of RN events makes it difficult to establish 
definitive trends over time. The VNSA CBRN database may also have inherent biases 
based on the sources of information used to compile it, such as media reports, which 
may not provide a complete or unbiased representation of all RN events. Additionally, 
the findings here cannot demonstrate that the organizational interventions proposed will 
reduce the risk of insider threats because these factors were not studied experimentally. 
Furthermore, the findings—particularly those regarding organizational traits—may not 
be generalizable to all types of organizations or to those outside the US.  
 

5. Conclusions and Future Research 
This study presented a secondary analysis of violent events including RN materials as 
well as the organizational traits that may mitigate or amplify the risk of insider threats. 
Although the data do not indicate a significant increase in the frequency of RN events, 
there is a very slight shift toward unknown extremist ideologies and a potential change 
in targeted facilities moving toward government and military entities. The findings of the 
literature review highlight the possible role of organizational traits in influencing the 
likelihood of insider threats. Leadership quality, situational constraints, security culture, 
organizational justice, pride, and PE fit have all emerged as factors that may shape 
employee behavior and, by extension, organizational vulnerability to insider threats. 
Interventions aimed at enhancing these traits may therefore serve as protective 
measures against the potential radicalization and malicious actions of insiders. 
 
The most notable finding here is that there is a lack of consistent data tracking for acts 
of domestic violent extremism in the US. The Federal Bureau of Investigation (FBI) and 
DHS have jointly been charged with tracking these events in the very recent past (i.e., 
beginning in 2020), but these two agencies use slightly different definitions of domestic 
terrorism. Due to the lack of a charging statute for domestic terrorism, specifically, these 
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data are likely incomplete. Future work should explore ways to address this gap, 
including collaborations with federal agencies.  
 
This study underscores the critical need for ongoing research and proactive measures 
in the realm of DVE and the protection of RN materials. The insights gained from 
examining the interplay between extremist ideologies, the frequency and nature of RN 
events, and organizational vulnerabilities provide a foundation for developing more 
effective countermeasures. As we refine our understanding of the factors that contribute 
to organizational resilience, it is important to implement evidence-based strategies that 
enhance detection, prevention, and response capabilities. The pursuit of enhanced 
security culture, leadership training, and organizational justice is a practical imperative 
to help mitigate the risks associated with violent extremism.  
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