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Nuclear Security in Conflict Zones: The
Dangerous Case of Zaporizhzhia

Maria Kurando
Odesa I. I. Mechnikov National University
Institute for Peace Research and Security Policy, University of Hamburg

Abstract

As critical components of a state’s energy supply, nuclear power plants (NPPs) can
become strategic and tactical targets in military conflicts—or can suffer collateral
damage as a result of shelling in the vicinity. Military action jeopardizes the peaceful use
of nuclear facilities and hinders their safe and secure operation, increasing the risks of
dangerous forces releases. Nuclear security constitutes defense against a vast range of
threats, such as theft and illicit trafficking of nuclear and other radioactive materials,
their use by non-state actors, nuclear and radiological terrorism, and attacks on nuclear
facilities. However, the case of hostilities around Zaporizhzhia NPP in Ukraine signals
the emergence of a new, particularly dangerous threat that nuclear security has not
explicitly addressed before—a threat from a state actor. Although this hazard has been
considered in the framework of international humanitarian law, particularly in Additional
Protocols | and Il to the 1949 Geneva Conventions, the ongoing attacks on Ukrainian
nuclear facilities reveal the absence of effective international mechanisms to mitigate
critical incidents such as the one currently unfolding in Ukraine. This article explores the
shortcomings of existing international mechanisms addressing the protection of civil
nuclear installations during wartime and presents paths for their improvement. The
article also emphasizes the necessity of developing multilateral and additional bilateral
safety and security measures for times of conflict, as well as international standards to
ensure the fulfillment of a state’s nuclear security responsibilities.

Keywords: nuclear security, Zaporizhzhia, ZNPP, military action, state actor, IHL

DOI: 10.7290/ijns372553



International Journal of Nuclear Security, Vol. 8 [2023], No. 2, Art. 10

International Journal of Nuclear Security, Vol. 8, No. 2, 2023—IJNS and NSW Special Issue: Women in Nuclear Security

1. Introduction

Russia’s brutal attack on Ukraine, the takeover of the decommissioned Chornobyl
nuclear power plant (NPP), and military activity in proximity to Ukrainian nuclear
facilities revealed a lacuna in the international legal framework on the protection of
nuclear installations in armed conflicts. Concerns intensified when the Russian forces
took control over the Zaporizhzhia NPP (ZNPP) in early March 2022. The probability of
a nuclear disaster occurring owing to military activity and hostilities near nuclear
installations appeared to be closer to reality than just a hypothesis.

The nuclear domain is constantly faced with challenges—existing and emerging. One of
the most concerning aspects is the nuclear security of nuclear installations, which can
be severely impacted by a terrorist attack, criminals, and sabotage, leading to deadly
consequences. Therefore, traditional approaches to nuclear security have been aimed
at physical protection. However, new challenges are arising, signaling that the existing
nuclear security scope is not enough to handle emerging threats [1]. The large-scale
Russian invasion of Ukraine and the hazardous atmosphere around Ukrainian nuclear
facilities are additional evidence of the need to develop mechanisms and instruments to
deal with threats that military action poses to the secure and safe operation of NPPs.

Although frequently overlapping, nuclear safety and nuclear security have different
objectives. Nuclear security focuses on anticipating and thwarting all deliberate
malicious actions that can lead to radiological consequences [2], as well as the physical
protection of nuclear materials and related facilities. Nuclear safety primarily addresses
unintended risks caused by human errors, system failures, or natural disasters [3]. The
crisis in Ukraine demonstrates how blurry these distinctions become in wartime [4].

Although nuclear facilities are not designed to withstand military action, several cases
have occurred where such installations fell under attack (in Iraq [5] and Syria [6]) and
were in the middle of war operations (in Slovenia [7]). Despite these cases, an
international legal framework on protecting nuclear installations was not developed to
effectively deal with incidents of this kind. The provisions of Additional Protocols | and Il
to the Geneva Conventions are criticized for ambiguity [8, 9, 10], and documents in the
area of nuclear security either do not explicitly address threats from state actors [11] or
do not provide comprehensive security recommendations for countries with war or
conflict in their territories [12]. The mandate of the International Atomic Energy Agency
(IAEA) is also limited in this regard.

The nuclear security regime requires immediate attention because of the unfolding crisis
in Ukraine and the number of other potentially dangerous areas where nuclear
installations are located and might be targeted in case of an armed conflict [8], including
by state actors.

2. Legal Framework on Protection of Nuclear Installations

in War Conditions
Attacks on nuclear facilities during wartime are outlined in several documents (i.e.,
provisions of international humanitarian law [notably, Additional Protocols | and Il to the
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1949 Geneva Conventions [13], resolutions of the IAEA General Conference
[GC(XXVII)/RES/407 (1983) [14], GC(XXIX)/RES/444 (1985) [15], GC(XXXIV)/RES/533
(1990) [16], and Decision GC(53)/DEC/13 (2009) [17]]).

International humanitarian law is a set of rules that protect those who do not or have
ceased to take a direct part in hostilities during an armed conflict and applies to
international and non-international armed conflicts. Any conduct of hostilities must follow
international humanitarian law; thus, the law applies to the war in Ukraine [18].

Article 56 of the Additional Protocol | to the Geneva Conventions [13] directly addresses
the protection of installations containing dangerous forces, including “nuclear electrical
generating stations” [13]. Sentence 1 of Article 56 stipulates that nuclear electrical-
generating stations should not be attacked even in cases where they are military
objectives. It is also later specified that the prohibition applies to attacks that may cause
the release of dangerous forces and thus severely affect the civilian population [13].
However, since the Russian takeover of ZNPP, Article 56 has been criticized for
contradictory interpretations [8, 9, 10] of when civil nuclear facilities require special
protection against attacks based on facilities’ military necessity, as well as a
nonexhaustive list of facilities containing dangerous forces that should not be targeted in
military action.

The ambiguity lies within the unclear definition of the terms severe and dangerous [13],
as well as provisions of Article 56(2) of Additional Protocol I, which specifies cases
when the special protection of a nuclear installation shall cease, in particular, “if it
provides electric power in regular, significant and direct support of military operations
and if such attack is the only feasible way to terminate such support” [13]. Such
ambiguity might facilitate ill interpretations of the Article’s provisions and can be
exploited by combatants to consider nuclear facilities as a legitimate target in armed
conflict [4].

The Article also does not include other facilities containing dangerous forces that should
not be targeted in a military attack (i.e., research reactors, spent fuel storage,
reprocessing plants, and transportation of nuclear materials) [11]. Although the
reference to “nuclear electrical generating stations” was intended to serve as an
illustration rather than a limitation, the aspect of extending the Protocols to other
facilities should be revised [19].

The role of the IAEA General Conference resolutions and decisions should be
considered within the boundaries of its authority. As an international organization with a
technical mandate, the IAEA is unable to adopt legally binding resolutions [4, 11].
Similarly, despite the IAEA plea for the establishment of a nuclear safety and security
protection zone [20] around Ukrainian nuclear facilities being the most prudent solution
to the unfolding crisis, the IAEA cannot compel a country to cease military activities or
impose a demilitarized zone [4].
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The other document that seems to apply to the protection of nuclear facilities in war
conditions is the IAEA Convention on the Physical Protection of Nuclear Material
(CPPNM) [21]. However, similar to other legal instruments in the area of nuclear
security, the CPPNM does not address threats from state actors and does not cover
scenarios of nuclear facilities located in zones of armed conflict, frozen conflict, or war
[12]. Moreover, the 2005 Amendment to the CPPNM clearly states, “The activities of
armed forces during an armed conflict...are not governed by this Convention, and the
activities undertaken by the military forces of a State in the exercise of their official
duties, inasmuch as they are governed by other rules of international law, are not
governed by this Convention” [22]. The shortcomings in the existing framework trigger
debate on the need to establish new standards with unambiguous legal prohibitions
against attacks on nuclear installations during wartime [8] or to adopt a new convention
[11] in this regard. However, possibly aiming for a new international legal framework
also has its shortcomings.

First, creating a new international legal framework could lead to more complexity, which
starts with the commitment to a new convention [23]. The variety of instruments to
choose will only lead to more legal questions—not regarding whether NPPs may be
legally targeted but which rules to follow. Another question would pertain to the success
of adopting such a convention and the future composition of signatories. The Russian
occupation of ZNPP boosted debate on upgrading the international legal framework, but
if a new convention took place, would Russia join? The same question applies to Israel,
which has targeted nuclear installations before [5, 6], as well as other nuclear power
states located in conflict-prone regions.

Second, it is not the ambiguity of the existing legal base that is a problem but
compliance with it. Enforcement mechanisms are lacking in international law, but it is
challenging to envision more profound international actions in this regard. The same
lack of enforcement is true about the nuclear security regime. Nuclear security rests
with each state, which implies a national responsibility to implement necessary
measures to protect their nuclear installations. However, an international mechanism is
needed to ensure states’ adherence and fulfillment of their nuclear security
responsibilities because the consequences of noncompliance are dangerous and
extend beyond the affected state [11].

Adopting a new international legal framework would most likely be a cumbersome
undertaking, which makes it more pressing to extend and strengthen the existing
regime, especially on a bilateral or regional basis. Two examples of such mechanisms
are the 1996 Pelindaba Treaty [24] and the 1988 Agreement on the Prohibition of Attack
against Nuclear Installations and Facilities [25] concluded between India and Pakistan.
These two agreements are the only treaties of their kind, lack ambiguity, and contain
explicit prohibitions of the attack on nuclear installations. Despite the limited application
area, these agreements can be particularly relevant, demonstrating a possible path for
complementing the existing framework and preventing incidents such as the one
unfolding in Ukraine.
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3. The Dangerous Case of Zaporizhzhia

As essential components of a state’s energy supply, NPPs can become strategic and
tactical targets in armed conflict or suffer collateral damage. The destruction of such
facilities may provide a military advantage by destabilizing an adversary’s logistics and
provisioning [4]. However, any advantage vanishes amid possible radiation releases
and subsequent radioactive contamination affecting the civilian population of the
attacked state and beyond.

During the first 6 months of combat, the nuclear safety and security of the ZNPP were a
constant focus of the IAEA. The world witnessed worrisome news about the fires on the
site, allegations of the Russian forces deploying heavy weapons at the facility and
turning it into a military base, the hostile working environment for personnel of the
ZNPP, and more [26].

In this regard, a huge step forward has been taken by allowing the IAEA team on-site at
the beginning of September 2022 [27]. IAEA Director General Raphael Grossi
personally led a mission of 13 experts who visited ZNPP. At the time, the largest NPP in
Europe had already been under fire for weeks [28]. Not only was the team of experts
able to assess the physical damage to the facilities and the operability of backup
security and safety systems, but it also provided unbiased information on an actual
situation at the site.

According to the IAEA report published as the result of the visit, all seven pillars of
nuclear safety and security were violated at ZNPP: the physical integrity of the plant
were compromised; the functionality of safety systems were disrupted; personnel were
forced to work under difficult conditions and constant pressure; the power supply from
the external grid was disrupted; supply chains were interrupted; problems occurred with
scheduled radiation monitoring, emergency preparedness, and response measures;
and communication with regulators was disrupted [29].

Although IAEA experts found no critical damage to the plant that could significantly
affect radiation safety [29], continued shelling can escalate the situation quickly. One of
the major concerns in this regard is access to the secure off-site power supply for all
NPPs, which can easily be interrupted by military activity. Access to external electricity
is vital for cooling the fuel rods and preventing the reactor core from overheating, even if
shut down, as overheating can lead to a potential nuclear catastrophe [4].

Since the war began, ZNPP has suffered multiple connection losses to its external
power line. The most prominent one, which happened in November 2022, was
particularly dangerous for the ZNPP and all 15 power reactors at four nuclear power
plants in Ukraine. IAEA Director General Grossi noted that it was the first time in history
that all the plants had lost external power simultaneously [30].

Although the access to off-site power was restored on all previous occasions, the

situation can change drastically, and the atmosphere at the site remains precautious.
Director General Grossi repeatedly emphasizes the necessity of implementing a nuclear
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safety and security protection zone around the facility. Despite the fact that
consultations with Ukrainian and Russian officials in this regard continue [31], visible
results have yet to be reached.

One of the main outcomes of the organization’s September 2022 visit to ZNPP was the
establishment of the IAEA Support and Assistance Mission to Zaporizhzhya. Permanent
IAEA nuclear safety and security missions are currently present at all of Ukraine’s
nuclear facilities [32], which is an outstanding achievement but not enough to cease
military activity and protect installations from shelling.

Currently, all six of the ZNPP’s reactors are shut down, and one is in hot shutdown,
supplying the plant and the city of Enerhodar. The plant is connected to the last
operating 750 kV main external power line, which remains fragile, with one 330 kV
backup line and 20 diesel generators available for electricity supply [33].

4. Lessons Learned

The case of hostilities at and around the ZNPP highlights existing threats that war poses
to NPPs and signals the emergence of new challenges to nuclear security. First, nuclear
facilities are not designed to withstand large-scale combat actions [34]. For the first
time, we are witnessing a full-scale war around an NPP, as well as the occupation of it.
Blackouts of Ukrainian power reactors emphasize the primary vulnerability of nuclear
energy—the challenge of keeping reactors cooled when a secure connection to the
power grid cannot be ensured.

Second, the Russian invasion and occupation of the ZNPP have jeopardized its safe
and secure operation. However, nuclear security does not explicitly address threats
from state actors. The preventive methods were designed in response to 9/11; thus,
nuclear security is primarily focused on theft and illicit trafficking of nuclear and other
radioactive materials, their use by non-state actors, nuclear and radiological terrorism,
insider threats, and criminal attacks on nuclear facilities [35]. It does not cover threats
from state actors in a state of war, thus making developing defense mechanisms and
implementing protection measures problematic.

Third, no international mechanisms exist to effectively mitigate dangerous incidents
such as the one unfolding in Ukraine. Although several international documents address
attacks on nuclear installations during wartime, they lack enforcement mechanisms or
are considered to contain ambiguous provisions.

Moreover, as the second largest source of low-emissions power, nuclear power
provides approximately 10% of the world’s electricity and will continue to play an
indispensable role in global low-carbon energy production [36, 37]. Nuclear power
capacity is constantly increasing, with approximately 60 reactors under construction,
including in countries located in conflict-prone regions [36].
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The lessons of Zaporizhzhia and the increasing use of nuclear power mark the need to
revise the understanding of nuclear dangers and develop mechanisms to prevent
dangerous incidents such as the one unfolding in Ukraine.

5. International Experience and Ways Out

Ukraine is not the first example of attacks on nuclear facilities conducted by state
actors. Iran, Iraq, Israel, and the United States have previously launched attacks on
nuclear facilities. In 1980, while still under construction, the Osirak research reactor in
Irag was targeted by Iran. Only a year later, in 1981, the same reactor was destroyed by
Israel [38], with claims that it was a part of Iraq’s nuclear weapons program. The same
reasoning was used by the United States during the First Gulf War when two research
reactors were destroyed at the Iragi Tuwaitha Center [39]. Iraq itself launched attacks
on Iran’s two Bushehr power reactors. Other incidents include the Kr§ko NPP in
Slovenia [7], which was in the middle of a war operation in 1991, and the al-Kibar
reactor in Syria in 2007, destroyed by Israeli air force [6].

Notably, the taboo on bombing live reactors was established after the 1981 operation on
Osirak, so the subsequent attacks generally adhered to this informal norm [40].
However, the concern about nuclear safety and security in the Middle East prevails.
Considering the region is prone to high conflict and has numerous examples of past
crisis incidents, the future of nuclear facilities amid an intensification of conflicts is
worrisome.

In this vein, the potentially dangerous cases include Israel’s Dimona military reactor,
portrayed as a target during Iran’s extensive military simulation [41], which was a
concern for Israel; Iran's Bushehr reactor; and Taiwanese Kuosheng and Longmen
NPPs, which are also insecure because of possible military invasion plans by China
[42]. Moreover, Ukraine’s reactor fleet will be expanded with the construction of nine
new AP1000 units as a part of the recent Westinghouse deal [43].

All these cases require separate solutions, which are not easily reached. However,
there are possible paths for improvement. For instance, because tensions in the Middle
East represent a regional problem, the security of nuclear installations could be
facilitated through negotiations on a Middle East nuclear weapon—free zone treaty.
Specifically, by the inclusion of the same provision as in Article 11 of the Pelindaba
Treaty on the prohibition of armed attacks on nuclear installations, “Each Party
undertakes not to take, or assist, or encourage any action aimed at an armed attack by
conventional or other means against nuclear installations in the African Nuclear-
Weapon-Free Zone” [24].

Another example of instability comes from Indian—Pakistani relations. Considering
Pakistan’s precarious security situation because of its rivalry with India, its experience
might be particularly relevant for Ukraine and other cases where interstate tensions and
the looming threat of military conflict severely affect nuclear security. Existing in a
volatile and distrustful atmosphere and being one of the most terror-prone and politically
unstable countries in the world [44], Pakistan is facing massive challenges to nuclear
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security [45]. One of the most pressing concerns is the security of Pakistan's nuclear
facilities in case of a military conflict with India.

By the early 1980s, Pakistan already had three wars with India. In late 1986—early 1987,
the relations between the two countries were particularly tense because of Operation
Brasstacks [46], a military exercise held by India. A massive number of Indian Army
personnel, including the Navy and Air Force, were mobilized and deployed at the
border. Such actions urged Pakistan to begin countermobilization with claims that India
would allegedly attempt to strike Pakistan’s nuclear installations [46].

Notably, in 1981, there were allegations that India, following the Israeli example, would
launch an attack at the nuclear enrichment site at Kahuta [47]. The concern that
allegedly prevented India from such action included the fear of Pakistan’s retaliatory air
strike on the Bhabha Atomic Research Center, which was possible because of the
earlier Pakistan’s acquisition of the US F-16 fighter jets—the same type that the Israeli
used during the attack on Osirak reactor in Iraq [47]. The operation and the tension it
brought resulted in negotiations between the two countries and an essential confidence-
building measure—the signing of the Agreement on Prohibition of Attacks on Nuclear
Installations and Facilities in 1988 [25]. The relevance of the Agreement derives from
the clear and comprehensive prohibition of the attacks and the extensive list of facilities
that shall not be impacted:

i. Each party shall refrain from undertaking, encouraging or participating in,
directly or indirectly, any action aimed at causing the destruction of, or damage
to, any nuclear installation or facility in the other country.

ii. The term ‘nuclear installation or facility’ includes nuclear power and research
reactors, fuel fabrication, uranium enrichment, iso-topes separation and
reprocessing facilities as well as any other installations with fresh or irradiated
nuclear fuel and materials in any form and establishments storing significant
guantities of radioactive materials [25].

Another essential detail is stated in the second clause and requires the parties to
provide an annual information report on “the latitude and longitude of nuclear
installations and facilities and whenever there is any change” [25]. The most recent
exchange of the nuclear installations lists took place on January 1, 2023 [48]. Notably,
for the 32 years since the practice was established, no interruption of exchanges has
occurred, despite the intensification of tension, such as during the Kargil war or border
skirmishes on the Line of Control in 2020-2021.

A combination of two factors influenced Pakistan’s national nuclear security policy: a
recognition of mutual vulnerabilities, which facilitated the agreement with India, and
Pakistan’s assessing India as a threat to its very existence. Following the Indian—
Pakistani experience, threats from state actors could be addressed during states’
national nuclear security threat assessment [2]. This address can be particularly
relevant for nuclear-generating countries located in conflict zones and would facilitate

DOI: 10.7290/ijns372553



Kurando: Nuclear Security in Conflict Zones

International Journal of Nuclear Security, Vol. 8, No. 2, 2023—IJNS and NSW Special Issue: Women in Nuclear Security

the adoption of bilateral agreements on an attack prohibition between potential
adversaries.

6. Design Basis Threat and Its Role in the Protection of

Nuclear Installations during Armed Conflicts
After the 9/11 terrorist attacks, the urgent need to enhance nuclear security was
promoted, bringing attention to issues related to all malicious actions, which could lead
to radiological consequences [49]. However, nuclear security faces challenges. The
absence of international standards and mechanisms to ensure the fulfillment of states’
nuclear security responsibilities, as well as the lack of consensus among states on the
significance of nuclear security and threats credibility [50], creates vulnerabilities that
could be exploited in conflicts by state and non-state actors.

National governments are responsible for the security of their nuclear facilities and the
implementation of necessary protection measures. According to Fundamental Principle
G of the Amendment to the CPPNM, “The State’s physical protection should be based
on the State’s current evaluation of the threat” [22]. In this regard, the IAEA advises
national authorities on best practices in the IAEA Nuclear Security Series, namely in the
implementation guide, National Nuclear Security Threat Assessment, Design Basis
Threats and Representative Threat Statements [51].

The evaluation outlines the credible threats to the state’s nuclear installations and
activities involving nuclear materials. Further action requires the state to create threat
scenarios, known as design basis threats (DBTs), from which nuclear facilities should
be protected [51].

A DBT provides detailed characteristics of potential adversaries with consideration of
specificities of protected nuclear facilities and radioactive materials. Such adversaries
include external actors (e.g., individuals attempting sabotage on nuclear facilities and/or
theft) and insider threats (e.g., those with authorized access to nuclear materials and/or
sensitive data, who may act together with the external actors). The main risk is
considered to come from various sources, including extremists, criminals, and terrorists
[51]. The operator’'s nuclear security systems are designed and tested based on the
DBT.

The national nuclear security threat assessment usually echoes national security. For
instance, Ukraine has constantly updated its legal framework based on threat
evaluation, and the war in the Donbas region had major implications on the state’s
national nuclear security policy after 2014 [12]. The first revised DBT for Nuclear
Installations, Nuclear Materials, Radioactive Waste and Other Sources of lonizing
Radiation in Ukraine was issued in August 2015. The report included a DBT
assessment with a view on military aggression, the potential deployment of Russian
tactical nuclear weapons in the Autonomous Republic of Crimea, and the presence of
armed groups in the eastern part of the country aimed at destabilizing the internal
situation [12].
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Ukrainian officials took appropriate measures to protect nuclear facilities according to
the Action Plan of Energoatom on the Realization Concept of Combating Terrorism in
NPPs from 2014 through 2020 [12]. However, the protection measures were not
developed to mitigate risks from a possible large-scale military conflict at or in the
vicinity of nuclear installations. The latest edition of the DBT for Nuclear Installations,
Nuclear Materials, Radioactive Waste and Other Sources of lonizing Radiation in
Ukraine was adopted in 2019 and is being revised considering threats from the Russian
invasion [52].

Because military battles and state actors hinder the nuclear security regime, viewing
nuclear security as closely related to intrastate and interstate conflict may be relevant.
The existing threat assessment mechanisms could be used to enhance the security of
nuclear installations in war conditions. On the basis of threat evaluation, states could
then gradually implement corresponding legal and regulatory frameworks at bilateral or
regional levels. These frameworks are vital for the states with nuclear facilities and
radioactive materials located in conflict-prone regions.

After threat evaluation with a view on national security objectives, an agreement on the
prohibition of attacks on nuclear facilities, similar to the one India and Pakistan have in
place, could be adopted between Ukraine and Russia. That agreement might have
given a chance to prevent the hostilities around Ukrainian NPPs and facilitate the
establishment of the demilitarized zone. The same example can be followed in other
potentially dangerous zones, as well.

7. Conclusion

The Russian large-scale military invasion of Ukraine and the dangerous case of
Zaporizhzhia showed how a state actor can jeopardize the national nuclear security
regime and reveal its weaknesses. Existing international instruments on protecting
nuclear installations and radioactive materials are not complete and sufficient enough
for such incidents and require the instruments to be complemented and updated.

Given the disastrous implications of nuclear accidents, states should focus on reaching
a consensus and fostering the development of a legal framework for the strict
prohibition of attacks on nuclear facilities. Such an agreement should also include
instruments of control on the state’s compliance and definition of transparency level in
sharing information to promote nuclear security. To facilitate such paths, the IAEA
should consider issuing practical recommendations for developing DBT in countries with
armed conflict on their territories (possibly involving a state-actor) in its information
circulars, possibly as a part of the Nuclear Security Series.

It is fair to state that no bilateral or regional instruments can prevent attacks on nuclear
facilities; however, the experience suggests that international humanitarian law cannot
do it either. On a world map, plenty of nuclear-generating countries are located in
conflict-prone zones that are likely to remain tense for years ahead. This reality adds
value to the creation of adequate national nuclear security threat assessments and
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understanding vulnerabilities, leading to mutual peace-preserving actions or
implementing a code of conduct in military planning based on formal agreements.
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